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P 1. THONG TIN CHUNG

Phan mém Nén tdng An ninh vat Iy tich hop GSAFE-C3-PSIM I& gidi phdp
phan mém todn dién “All-in-one” do CONG TY TNHH CONG NGHE THONG
TIN VA TRUYEN THONG GTEL (GTEL ICT) v CONG TY cO PHAN GIAI PHAP
CONG NGHE TRUC TUYEN GTEL (GTEL OTS) (Tién than I CONG TY TNHH GIAI
PHAP CONG NGHE TRUC TUYEN) nghién clu, thiét k&, sén xudt va ddng s
hGu Nham t8i uu hdéa viec gidm sat, diéu hanh va qudn tri an ninh cho cac
co s& ha tang trong yéu va t6 chic cé yéu cdu bdo mat cao. Nén tang
tich hgp déng bd cac hé thdng an ninh vat Iy da dang nhu camera gidm
sait, kiém sodt truy cép, hé théng bdo chdy, phan tich video théng minh va
cdm bién loT, tao thanh mot hé sinh thaéi lién k&t chat ché, van hanh tap
trung va hiéu qud.

Muc dich

Gidi phdp dugc xdy dung nhédm cung cdp khd nang qudn ly an ninh todn
dién, tang cudng phdt hién va cAnh bdo s8m cdac nguy ca, ho trg diéu
ph&i va chi huy van hanh linh hoat, déng thdi t6i uu héa chi phi va ngudn
luc cho doanh nghiép va 16 chdc. Muc fiéu chién ludc 18 hé trg céc don
vi chuyén ddi s& trong linh vyc an ninh vat ly, ndng cao ndng luc qudn ly,
giam thiéu rdi ro v& dam bdo van hanh lién tuc trong méi frudng phuc tap
va da chiéu.

Pham vi ing dung

* Giam sat va bdo vé céc dia diém quan trong.

¢ Piéu hanh, phdi hap va cdnh bdo s8m cdc finh hudng bdat thudng.

¢ QuaAN tri tai sé&n, Nnhan luc va nang lugng hiéu qua.

+ Van hanh théng minh trong cdc md hinh dé thi thdng minh, tda nha,
khu cong nghiép...khac.

_
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B 1. DOl TUGNG SU DUNG

Gidi phdp dugc thiét k& nhdm ddp Ung nhu cdu cla cdc 18 chic va
doanh nghiép ¢ yéu cAu cao vé an ninh, qudn Iy tap trung va phdn dng
nhanh tfrong mai tfrudng phudc tap:

+ CO sé ha tang quan trong quéc gia: Trung tam d liéu, hé théng dién
Iuc, vién thong, cdp nudc, giao thong van tdi.

+ T4 hop cdng nghiép - san xudt: KCN quy md I8n, nhd mdy cdng nghé
cao, hé théng logistics da diém.

+ Bat déng séan théng minh - thuong mai: Tda nha van phong, khu dan
cu cao cdp, trung tdm thusng mai, khdch san - resort.

+ Khdi chinh phl - qudc phdng - doanh nghiép 18n: Tru s co quan,
doanh nghiép da qudc gia, Iuc lugng tdc chién an ninh va PCCC.

+ Pon vi quan ly dé thi va don vi van hanh ha tang ky thuat: Ban qudn
ly d6 thi thdng minh, frung tadm diéu hanh giao théng.

+ Danh cho moi cdp dd Ung dung - tU cd nhén, 16 chiic, doanh nghiép,
chinh quyén dia phusng dén cdp qudc gia cé nhu cdu cdp thiét trong
viéc tich hgp, van hanh va qudn Iy hiéu qud cdc hé thdng an ninh vat
ly da dang trong mot nén tang théng nhdt mang Iai hiéu qud va linh
hoat.
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+ Nang tGm An ninh Todn dién: Giam sat tap trung 24/7, phdt hién sém
va cAnh bdo tdc thdi moi mdi de doa.

+ T6i uu héa Van hanh & Chi phi: Ty ddng héa quy tinh nghiép vy, gidm
thiéu nhan Iuc van hanh truc tiép, tiét kiém chi phi qudn Iy vé bdo ti.

+ Phdn Ung Tic thdi & Hiéu qud: Cho phép chi huy, diéu phdi lyc lugng
an ninh va cdc hé théng phdn Ung mdt cdch nhanh chéng, dong bd
khi co su co.

+ Quyét dinh Chinh xdc dua trén DU liéu: Cung cdp théng tin, phdn
tich v& bdo cdo truc quan, ho trg Ianh dao ra quyét dinh kip thdi va
chinh xac.

+ Van hanh lién tuc & Chi huy Piéu hanh: K&t n&i chat ché céc Iyc
lugng va hé théng, ddm bdo théng tin lién lac va phdi hgp tac chién
hiéu quad.

¢+ M@ réng Linh hoat: Kién tric microservices cho phép dé dang md
rdng, nang cdp va tich hap thém cdac hé théng mdi theo nhu cau phért
trién.
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B IV. PAC DIEM NOI BAT

+ Kién trac Zero Trust & bdo mat da I18p: Tuan thd chudn an ninh quéc
t& (TLS 1.3, OAuth2, JWT), phan tang d liéu theo vai trd va vang rdi ro,
k&t hop kiém sodt truy cép theo bdi canh.

+ Nén tdng hop nhét - All-in-One: Mot hé théng duy nhdét tich hop diéu
hanh an ninh, van hanh vé& phdn tich di liéu, hé tra trién khai nhanh,
van hanh 8n dinh v& dé ma réng.

+ Tich hop cdéng nghé tién tién: HS tr¢ da chudn cong nghiép (ONVIF,
OPC UA, BACnet, REST APL...), k&t n&i lién mach v3i cac hé théng hién
co. Tich hgp cac nang luc Al, ML, Video Analytics, Edge Computing va
nén tang dédm may (Hybrid Cloud).

+ Kha néng tuy bién chuyén s@u: Cho phép xdy dung cac “adapter”
tuong thich v&i ha tadng va quy trinh hién hdu clia ting 16 chic, ddm
bdo tinh tuong thich - md rdng ma khéng phd va cdu trac 161,

Chién lugc di liéu trung tam: Thiét k& xoay quanh di liéu, hudng tdi
xAy dung nang luc phan tich chuyén séu, khai thac di liéu Iadm ngudn
luc chién ludc cho van hanh va ra quyét dinh.
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B. CAC PHAN HE VA TINH NANG CHIiNH

Nén tang Tich hgp hé théng An ninh vaT Iy bao gom cdc phdn hé va khéi
tinh nang 16i nhu sau

I 1. NEN TANG LIEN THONG TiCH HOP THONG MINH

+ Nén tang lién théng tich hap 1a su k&t hap cla nhiéu cdng nghé va
cdNng cu tién tién, tao ra mot nén tang k&t ndi duy nhat gidp cac hé
th&ng an ninh khdc nhau cd thé lien ké&t, phdi hdp hoat ddng hiéu quéd
va bdo mat. Nén tang ndy déng vai trd 1d trung tam tich hgp todn dién
cho tat cd cac hé théng an ninh vat Iy, ddm bdo tinh déong bd, tudn
thd quy chudn va tép frung moi cdnh bdo an ninh vé Trung 1&m An
ninh vat Iy tich hop dé qudn Iy va x ly. Bap Ung cac yéu cdu tinh
nang, cong nghé.

P a. Cong nghé nén tang

] Microservices Kién trdc dich vu nhd, dbc 1Gp gilp md
Architecture rdng dé dang va linh hoat trong tich hop
Middleware & Cdac hé thong tfrung gian nhu MQITT, Kafka,

2 Messaae Broker RabbitMQ dé addm bdo truyén di liéu theo
g thai gian thuc gida cdc hé théng

Cung cé@p mot I8p gico tiép tiéu chudn

3 APl Gateway gilta hé théng bén ngodi va cdc dich vy
noi bd

. K&t hop SQL (PostgreSQL, MySQL) va NoSQL

4 Database da tang (MongoDB, Elasticsearch) dé luu trd df liéu

c6 cdu trdc va phi cdu tric

_
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5 Al & Machine Kién frdc dich vu nhd, dbc 1dp gilp md
Learning rdng dé dang va linh hoat tfrong tich hgp
HS trg trién khai On-premise, Hybrid Cloud
6 c:;’"r: & f.:ge vé& Edge Computing &8 x& Iy dd liéu nhanh
omputing chéng va gidm ta&i mang.

P b. Tiéu chudn tich hop

HS trg cac chudn nhu MQTT, CoAP, OPC-UA

1 Giao tiep loT g8 k&t nGi v3i cam bién, thidt bi loT
2 Giao iép API Su dung RESTful API, GraphQL, gRPC dé két

n&i v&i cAc Ung dung phdn mém

Chuén Video & HO tro cdc giao thidc nhu ONVIF, RTSP,

3 PP WebRTC dé tich hdp hé théng camera
Giam sat 2 .
gidm sat
+ OAuth2, OpenlD Connect: Xac thuc ngudi
2, " dung
4 Chuan bao mat +TLS/SSL: M& héa d lidu
& xac thue + Zero Trust Architecture: Bam bdo an todn

théng tin khi gioo tiép gitia cac hé théng

_
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+ ONVIF (Open Network Video Interface
Forum)

+ OSDP (Open Supervised Device Protocol)
+ REST API (Representational State Transfer
API)

+ SOAP (Simple Object Access Protocol)
+OPC UA (Open Platformm Communications
Unified Architecture)

+ SDK (Software Development Kit)

+ Gico thic Access Control (Kiém sodt fruy

cqap).
+ Tich hgp ALPR (Automatic License Plate
Recognition).
H3 t;q déy du cég gyTsl’Tcer;nh)Qp BMS (Building Management
chuan tich hop phd ' ,
5 bi, &n, ph\l._l ¢ vu két n i ;rméfglfflgﬂessoge Queuing Telemetry
K::: ::'::u he thong | & ACnef (Building Autormnation and
Control Networks)
+ Modbus
+ SNMP (Simple Network Management
Protocol)
+ LDAP (Lightweight Directory Access
Protocol)
+ SAML (Security Assertion Markup
Language)

+ OAuth 2.0 / OpenlID Connect

+ TLS/SSL (Transport Layer Security / Secure
Sockets Layer)

+ Zigbee//-\Wave

+ LORAWAN (Long Range Wide Area
Network)

+ WebSocket

+ IPv6 / IPV4

_
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+ Tich hgp PCCC (Fire Alarm Integration)

+ Tich hap SCADA (Supervisory Control and
Data Acquisition)

+ Tich hgp Al Video Analytics

+ Blockchain trong An Ninh

B I1I. HE THONG PHAN MEM TRUNG TAM AN NINH TAP TRUNG
P a. Trung tam An ninh Vat ly

¢ Gidm sat An ninh Tdp frung 24/7: Qudn ly va gidm sat da muc tfiéu tu
xa, lién tuc va hiéu qua.

¢ DPiéu hanh XU Iy Su vu Nhanh chéng: Ti€p nhdan, phan tich va diéu phéi
XU ly moi su ¢& an ninh mot cdceh tép trung, 16 uu hdéa thdi gion phdn
(ng va nguon luc.

+ Tich hgp Todn dién Hé théng An ninh: K&t n&i var téng hop cdnh bdo 1
tat cAd cac hé théng céng nghé (CCTV. Kiém sodt ra vaio, PCCC, B&o
trédm, SOS, GPS, Mobile, Loa IP, Thiét bi ngoai vi).

¢ Chi huy & Biéu phéi Luc lugng Hiéu qud: Tiép nhdn cAnh bdo t moi
I8p an ninh, PSOC x Iy thong tin, chi huy va diéu phéi luc Iugng phdn
Ung kip thdi dé bdo vé muc tiéu v& ngdn chan méi de doa (t6i pham,
khdng bd, hda hoan, an ninh phi truyén théng, thién tai).

¢ Phan fich D liéu & HO trg Ra Quyét dinh:

- Tc‘Sng hop, phdn tich di liéu an ninh da nguon.

- Cung c@p théng tin nhanh chdng, chinh xdc cho cdp chi huy, ddc
biét frong cac finh huéng khén cdp.

- ChU ddng nhan dién va cdnh bdo sém cac nguy cd fiém an, tang
cudng khd nang phdong ngua.

_
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D b. Hé théng trung tdm An ninh

Hé thong phan mém Trung tdm An ninh

Tap trung

Dashbciard Oijan Iv§ Clue_:rn lySw| Quanly | X vaﬂnh BAo 40 & | Quan tri
GIS Thong | Piéu khién kién & Lue lugng hudng Théneké | Ha than
minh Tirxa Canhbdo | & Tuadntra | Khancap g i &

M6 t& Cac tinh néing 16i Hé théng phan mém Trung tam An ninh

¢ Dashboard GIS Thong minh: Hién thi truc quan todn bé finh hinh an ninh
trén ban dod s& (GIS), tich hgp cdnh bdo ti tat cd cdc I8p an ninh.

+  Quan Iy & biéu khién Ti xa: Biéu khién camera PTZ, kich hoat hé théng
dén/cdi bdo ddng, dédng/md clia khdn cdp, qudn Iy hé théng VMS va
Al Analyfics.

¢ Qudn ly Su kién & Canh bdo: Tiép Nhdn, phdn loaqi, x4 Iy va luu trd moi
su kién, cAnh bdo an ninh.

¢ QuANn Iy Luc lugng & Tudn tra: Lap k& hoach, theo ddi (GPS), bdo cdo
tudn tra, diém danh luc lucng an ninh.

¢ XUly Tinh huéng Khén cép: Xay dung va kich hoat cac kich bén an ninh
tu déng hodc ban tu ddng dé dng phd véi cac tinh hudng khdn cép.

_
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¢ Bdo cdo & Thong ké: Truc quan hda di liéu, tao bdo cdo tly chinh,
phdan tich rdi ro va hiéu sudt hé théng.

¢ Quan trj H& théng: QuAN Iy ngudi dung, phan quyén, cdu hinh, gidm st
trang théi hoat déng, sao luu/phuc hoi di liéu.

¢ Qudan Iy ho s6 an ninh ngudi va phuang tién ra vao

TRUNG TAM AN NINH Nhgp dé tim kidm.. a #K:
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B 11l. NG DUNG DI PONG
Tinh néing ndi bat
¢ Chihuy & Biéu phdéi Linh hoat:

- Quan ly nghiép vu, gidm sat an ninh qué Két ni Tac
~ Hiéu chién
fryc fuyen. chi huy cao Théng sudt
- Piéu phdi sy kién, cdnh bdo théng jwk\ ASW
minh dén tting c& nhdn/don vi. Quan Iy Lyc Nghiép vy
lwgng & & Ra Quyeét

- Theo ddi, danh gia tién do va phé Nhigm vy dinh
duyét két qud codng viéc.
¢ Quan ly Luc lugng & Nhiém vu Hiéu qué:
- Phan cdp, phan quyén nhan sy theo co cdu 18 chic.
- Phén cbng coéng viéc, nhiém vu theo k& hoach.
¢ K&t ndi Tac chién Thong sudt:

Lién lac da kénh (radio, vé tinh, di déng, internet) 6n dinh.

Nhan Iénh diéu ddng, lich tudn tra, canh bdo tlc thdi 1t Trung tam.

Pinh vi GPS, phan tuyén, chét truc trén bAn do sb.

B&o cdo hién trudng, nhat ky tudn tra, SOS khén cdp.

+ HO trg Nghiép vu & Ra Quyét dinh:
- Tiép nhén va x( Iy "ndng" cdce sy kién, cdnh bdo, vi pham.
- Tra ctu nhanh di iéu, bang ching lién quan.

- B&o cdo, théng ké t8ng hop theo yéu cdu.

_
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B IV. HE THONG PHAN MEM QUAN LY CAMERA TAP TRUNG
Phan mém Quadn ly camera tap trung

Thiét bj giam sat

w -

q (__Client )

,_:
Thiét bj giam sat
o
v % = =
) : «"| D
< T\ -
Storage
Camera ]I
VMS1 VMS 2 VMS 3 VMS n

.
.
.

Mo hinh két ndi Server VMS

Primary Secondany

VMS Master

¢ PhAn mém hd trg md hinh té&p tfrung 1&n phdn tén, frong dd kién tric
dang luu trd phan tan, qudn tri tdp trung 1& t6i uu cho cdc hé théng
qudn Iy nhiéu cap.

+ VMS tai cac Trung tadm cdp frén hodin todin cé thé k&t néi truc tiép dén
hé théng VMS cla Trung t&dm cdp dudi minh dé cé thé qudn Iy, van
hanh hé thdng hoa cling Nnhing camera dd cd & cdp trén ma khéng
can phat sinh ludng k&t néi camera truc tiép 1t cdp dudi Ién cdp trén,
ddng thdi cé cac uu diém:

Kh& ndng md rong

Tinh sén sé&ng cao

XU ly song song
Tinh linh hoat

_
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Cadc tinh néing chinh ctia Phan mém

¢ CO6 khd& nang két ndi, qudn ly tép trung kndng gidi han sé lugng
camera (* tay thudc nang luc thiét bi phdn cldng va license quan Iy
camera dugc trang bi)

+ K&t ndi, qudn Iy toan bd cac camera/ddu ghi theo chudn IP/OnVif

o HOS tro k&t ndi ban diéu khién joystick diéu khién chung cho t&t cé
camera PTZ, cho phép diéu khién quay quét camera truc tiép trén VMS
b&ng chudt diéu khién

o HG 1rg s@n nhiéu khung hinh hién thi, cho phép tuy chinh khung hinh
hién thi, cho phép tuy chinh layout hién thi

+ Cho phép ngusi ding xem véi cac dd phan gidi thép/ cao dé t6i uu
dudng truyén

¢ Khong gidi han khd nang luu trd (* tay thudce vao cdu hinh phdn cdng)
+ Ghihinh va Playback:
Ghi hinh theo kiéu Motion & Continuous & Event

Hb 1ra Lich ghi hinh theo cdc ngdy trong tudn
Ghi hinh theo ¢ ché& can bdng td&i HDD théng minh.

Xudt dd liéu hinh &nh ra file.

HS trg ky thudt: theo chu ky du én hodc yéu cau khdch hang

Cdu hinh may chi (khuyén nghi)
¢ CPU: 2x Intel 32 Core
* RAM: 256 GB
o O clng: 2x 500 GB

¢ Hé diéu hanh hé tra: Linux/ Windows

_
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Phan mém Qudn ly camera tap trung tich hop
Tri tué nhan tao

¢ Phan mém s dung mo hinh phan tich va x Iy Al tép trung tai server
trung t&m, phu hop cac hé théng I8n, phan tich, xX 1y Al t8ng hdp va sy
phat trién khéng ngling clia céng nghé hién nay. Cac hé théng server
phan tich cdn cé cdu hinh dd manh dé ddp Ung bdi todn phan tich
téng hop, phuc tap.

-4
-
—t
b

Dir lidu két qué phin tich Al

B
L

Mo hinh phdan tich va xi ly Al tap trung

M hinh két ndi Server VMS

_
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¢ Phdn mém Ung dung Deepstream SDK cla Nvidia vao cAc bdi todn
phan tich, x Iy Al. DeepStream cla NVIDIA cung cdp mot kién tric linh
hoat, hé trg xU Iy video thdi gian thuc va fich hgp sGu véi GPU NVIDIA,
hé tro tich hop dé dang véi cac céng nghé Al phd bién, tao ra mot
pipeline manh mé va linh hoat dé xdy dung va trién khai ing dung Al
trong linh vyc xU ly video va hinh éanh.

@
| ‘- mfuw -= - - m - ﬁ
()
OM SCREEM

SCALE, DETECT,
CLASSIFY & TRACKING DHSPLAY oUTPUT

li
it

CAPTURE DECODE DEWARF, "";*_‘*1'-"
CROP MM SEGMENT

M® hinh k&t ndi Server VMS

Nhan dién Xam nhdp vao ving/Di BAN dd vi trf cAnh bdo va vj tri camera
chuyén/Ra khdi ving khu vyc can bdo vé

_
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Cdc tinh nding chinh ctia Phan mém

¢ Phat hién cdc hanh vi vi pham an ninh trét tu nhu: tu tap dadm déng, doi
tuong 1dng vang, xadm nhdp vang trdi phép, di vao vang cdm, chui
barrier, vugt rdo, leo tudng.

¢ Phat hién gay réi trat tu cong cong, nhdn dién hanh vi ddnh nhau, nhén
dién hung khi.

¢ Phat hién hanh vi vi pham giao théng, nhdn dién bién s& xe vi pham,
phdt hién phuong tién di vao dudng cam.

¢ Phat hién vat can trén dudng, cdnh bdo tai nan ty déng.

¢ Phdt hién phuong tién trong danh sdch den, cdn cu trén danh sdch
bién s6, fim kiém thiét bi (phuong fién) theo chdng loai, mdu son..

¢ Phdat hién vi pham di IUi, di nguge chiéu trén dudng cao téc, phuong
tién diing dé khéng ding nai quy dinh, trén lan diing khdn cdp.

¢ Cdanh bdo cac vipham vé an ninh trat tu nhu: tu tép dédm déng, gay roi
trat tu cdng cdng, hanh vi chui barrier, ddi tugng IAGng vang, x&m Nhdp
vung trdi phép, di vdo ving cdm, vugt rdo, leo tudng.

¢+ Cd&nh bdo nguy ca Un té&c gico thdong dua trén thu thdp va phan tich
thong tin luu lugng.

¢ HO trg ky thudt: theo chu ky du an hodc yéu cdu khdch hang
Cdu hinh mday chi (khuyén nghi)

¢ CPU: 2x Intel 32 Core

+ RAM: 256 GB

+ O clng: 2x 500 GB

¢ Hé diéu hanh hé trg: Linux/ Windows

_
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B 1. SO PO KIEN THUC HE THONG
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M6 ta chi tiét
(1) User Layer - L6p ngudi diing (Truy cap & van hanh)
+ Pay 1a 18p dai dién cho cac vai trd va déi tugng st dung hé théng gom:

User: ngudi duing cudi thuc hién gidm sat, phdn hoi

Role: nhém quyén chic nang theo vi tri (bdo vé&, ky thudt, diéu hanh...)

Security Group: nhédm bdo mat - kiém sodt truy cdp theo chinh séch
phan tang (RBAC, ABAC).

Gilp hé théng an todn, dé kiém sodt, tranh lam quyén va mdét théng
tin, ddm bdo ngudi dung chi truy cdp dung chidc ndng cho phép.

(2) Presentation Layer - LSp trinh bay giao dién
¢ Cung cdp gico dién hién thi théng tin, cho phép tuong téc ngudi dung:

Web App: van hanh qua trinh duyét (Chrome, Edge, Firefox...)
Mobile App: diéu hanh va gidm sat ca déng trén iOS, Android

Desktop App: danh cho cAc tfrung tam diéu hanh c& dinh, phong SOC

Giao dién than thién, dé tuy bién theo vai trd ngudi dung va thiét b
ddu cudi.
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(3) Access/API Layer - LSp tich hop va giao tiép

¢ L& cdu ndi gidla cac hé théng, ddm bdo khd ndng ma rédng va lién két
linh hoat:

RESTful API: gico ti€ép Ung dung web

SDK: ho trg 1ap trinh vién tich hgp nhanh vao Ung dung ngodii

Welbsocket: giao ti€p thdi gian thuc (event push, cdnh bdo nhanh)

GraphQL: t6i uu hda fruy van di liéu, gidm t&i mang

Giao thuc loT: MQTT, TCP/IP. ONVIF - két ndi thiét bj vart ly

+ L3p ndy gilp nén tang hoat ddng nhu mot “trung té&m tich hop”, sdn
sAng M3 rong vao hé sinh thai so.

(4) Application Layer - L8p ing dung (Nghiép vu va diéu hanh)

¢ Tang ndy t8ng hdp cdc chic nang nghiép vu chinh clia nén tang:
- Dashboard: hién thj todn bd trang thadi hé théng theo thdi gian thuc
- QuAN trj ing dung: phan quyén ngudi dung, cdu hinh hé théng
- Hé thé&ng phan fich: khai phd d liéu, danh gid rdi ro, phdn logi sy kién
- CAnh bdo thong minh: phdt hién sém, gt thong bdo dén ngudi xU ly
- B&o cdo théng ké: tu ddng t&ng hdp su kién, van hanh theo thdi gian

- BPiéu khién van hanh: kich bdn tac chién, diéu phdi ngudn Iuc (bdo
déng, khda clia, phdt loa...)

- Ung dung di ddng: cho nhan vién tudn tra, fruc fram, tac nghiép tU xa
- Ba&n db s& (GIS); hién thi thiét bi, khu vuc cAnh bdo trén bdn dd ddng

* Pay 1a nai diéu phdi va truc tiép ho trg hoat ddng van hanh, gidm sat va
chi huy.

_
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(5) Technology Layer - L8p cdng nghé xu ly (Nén ttang 16i)
o LA “bd ndo” xt ly A liéu chuyén sdu, gilp hé thong trd nén théng minh
va c6 khd ndng hoc hoi:
- Artificial Intelligence (Al): Nndn dién hinh &dnh, hanh vi bat thudng, dot
nhdp, tap trung ddng Nngudi...

- Machine Learning (ML): Phan fich dd liéu lich st, dua ra du bdo
(predictive analyfics)

- Microservices: Cdu trdc phan mém dang dich vu - mdi module ddc
1&p, d& M3 rdng va trién khai

- Edge Computing: XU ly di liéu ngay tai thiét bj bién - gidm do tré, toi uu
bdang thdong

¢ L3p ndy quyét dinh hiéu qud x’ Iy thong tin va nang luc phdn dng thdi
gian thuc clia fodn hé théng.

(6) Data Layer - Lp dii liéu (Luu trif va truy xudt di liéu)

¢ Ddm nhiém viéc Iuu trd, phan loagi, x( Iy truy van va trich xudt di liéu 1t hé
théng. Cac thanh phdn chinh:

- Hé qudn tri co s& dU liéu quan hé: PostgreSQL, MySQL, SQL Server,
Oracle

- CO s3 du liéu NoSQL: MongoDB - luu di liéu log, metadata, trang thai
thiét bj

- Luu trd khéng cdu trac: hinh &nh, video, bén dd, bdo cdo (cé thé tich
hgp object storage hodc cloud S3)

¢ D{ liéu tU tAng thiét bi s& dudc x ly, phan tich va luu tai tang ndy phuc
vu van hanh, phan tich va truy xudt.

_
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(7) Infrastructure Layer - Lop ha ic‘f‘mg thiét bi (Thiét bi vat ly)

¢ L& tang phu trach thu thap tin hiéu, hinh anh, frang thai 1t cac thiét bj vart
ly trong hé théng. Bao gom:

- Thiét bi kiém sodt ra vao (cdng tU, may quét thé, sinh tré&c hoc)

- Camera gidm sat (CCTV) chudn ONVIE c6 thé hd trd phan fich Al tai
bién

- Hé thdng bdo chdy, cdm bién méi frudng, cédnh bdo gas, dd am,
chuyén déng

- Thiét bj tfruyén dan tin hiéu khéng day (RFID, Zigbee, LoRa, BLE...)

- Drone gidm sat - thiét bi bay khéng ngudi 1ai hd trg tudn tra tu ddng

¢ Tang ndy déng vai 1rd 1a “ngudn d liéu ddu vao” cho todn bd hé théng.

Tinh chdt ddc trung cua kién tric t6ng quét

¢ Todn trinh, khép kin: 10 thu thap, xU Iy, phan tich, cdnh bdo dén diéu hanh
va phdn dng.

¢ B&o mat phan I8p: chudn héa theo ISO/IEC 27001, hé trg Zero Trust.

¢ Kh& ndng ma rdong cao: nhd kién trac microservices va APl ma.

¢ Tich hgp thong minh: ho trg lién thdong véi hé thong PCCC, giao thong, do
thj thdng minh...
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M td chi tiét cia méd hinh
(1) Thiét bi - Thu thap di liéu
¢ Thu thdp di liéu 1t cde cdm bién, camera va thiét bi tai hién trudng. Bay
1& I8p két ndi giGia thé gidi vat Iy va hé thdng sé hda.
- Gidm sat hinh &dnh: camera, PTZ, VMS, UAV/Drone -> phuc vy theo doi
dién rong va thai gian thuc,

- Kiém sodt truy cdp: mday quét khudn mat, van tay, thé t, céng
speedgate -> kiém sodt vaio/ra tu déng.

- Canh bdo - An todn: bdo chay, dét nhdp, cdm bién khdi/ chuyén déng
-> xU Iy finh huéng khdn cép.

- Hé théng giao thdéng - tda nha: barrier, bollard, cdm bién, badi xe, dinh
vi -> hé trg kiém sodt phuong tién.

- Am thanh - anh sang: loa, dén chiéu sang, dén uu tién -> ho trg truyén
théong bdo, chi dan.

(2) Nén téng tich hop an ninh

* XUy, fich hdp, dong bd hdéa di liéu da nguon; k&t ndi di liéu thd thanh
ludng d liéu gid tri dé phan tich va van hanh.

- Adapter/Gateway: k&t n&i cac thiét bj da chudn.

Trung t&m xd ly hinh dnh (VMS-AD: phdn tich video Al (nhdn dién khudn
mdat, hanh vi bat thudng...).

Middleware: x( Iy ludong di liéu, két ndi dén hé théng diéu hanh.

APl Hub/SDK: md rong tich hgp bén ngodi.

Luu trd dd liéu: luu trd video, nhat ky, bdo cdo...

_
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(3) Trung tam diéu hanh an ninh

+ Cung cdp gico dién truc quan dé diéu hanh, phan tich, x Iy canh bdo,
diéu phéi luc lugng bdo vé va truy vét su kién.

- Dashboard gidm sat 16ng thé

- Gidm sat & van hanh

- QuaAN Iy luc luong & tudn tra

- Bdo cdo - thédng ké - truy vét

- Phén quyén - qudn tri hé théng

- CAnh bdo & thong bdo

- Ung dung di déng

Mai lién két gitia cac 16p

* DU liéu tU cac thiét bj hién trudng sé dugc ddy vé nén té&ng x Iy, phan
tich v& chuyén thanh céc su kién (events).

* Cac su kién nay dudc hién thi theo thdi gion thuc trén hé théng
dashboard va diéu phdi xU Iy 1t trung t&m diéu hanh.

* Thoéng tin cdnh bdo, hinh &nh, video... dugc ddng bd hai chiéu gila frung
t&m va hién trudng qua nén tang tich hop.
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B 111. MO HiNH TRIEN KHAI HE THONG

Presentation -
DMZ
EDGE EDGE
DMZ PROXY DMZ
A
v
Application APP Master RAMCHER.01 MEXUS.01
Backend
APP.Woarker MNF5.01
Database &
Storage
De FILE
Management E
JUMP.01
TTCH

Mb hinh trién khai Hé théng

_
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Mo hinh dudc chia thanh 4 I6p chinh
¢ Presentation / DMZ: I8p trinh bady, ddm bdo giao ti€p vai bén ngodi.
+ Application Backend System: I6p xU ly nghiép vu chinh.
¢ Database & Storage: luu trd dd liéu va ca s& di liéu.
* Management: I8p qudn ly truy cdp hé théng.
Chi tiét tiing 16p
(1) Presentation / DMZ

¢ LSp chiu tradch nhiém gico tiép vai ngudi dung bén ngodi hodc cac hé
théng khac.

- EDGE.DMZ.PROXY: CAc mdy chl proxy can bdng tdi, dinh tuyén va bdo
vé hé théng khai fruy cdip trdi phép.

- EDGE.DMZ: Cac mdy chl EDGE xU ly cac yéu cAu td bén ngodi vao hé
thdng, c6 thé k&t hop véi firewall vér reverse proxy.

(2) Application Backend System
+ LSp xU ly nghiép vu chinh, chay cdc dich vu va Ung dung chinh.

- APPMaster: Cac node Master trong cum Kubernetes - diéu phdi
container, qudn ly tdi nguyén.

- RANCHER.01: M&y chl chay Rancher - nén tang diéu khién véa qudn Iy
cac cum Kubernetes.

- APP.Worker; Cac node Worker xU Iy cAc tac vu va trién khai container
thuc té.

- NEXUS.0T: May chU luu trd repository (kho Iuu md ngudn, build artifact).

- NFS.01: Dich vu Iuu tr chia sé theo chudn NFS, dung dé mount vdio céc
node.

_
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(3) Database & Storage

¢ Luu trG d liéu va co s du liéu.

- DB: Cac mady chuii ca s& di liéu, phuc vy luu trd dd liéu cho Ung dung
backend.

- FILE: Cdac mady chi luu trd da liéu file (log, media, backup...), t&ng
cusng doé tin cdy va hiéu sudt.

(4) Management
¢ LSp quan ly truy cdp hé théng.

- JUMPOT1: May chl Jumpbox, [dm diém fruy cdp frung gian dé qudn tri
hé thong. Ngudi qudn tri sé két ndi dén ddy trudc khi ti€p cdn cdc may
chui khac.

K&t ndi mang va luéng hoat déng

¢ Ngudi dung truy cdp hé théng thong qua cdc proxy trong I8p DMZ
(EDGE.DMZ.PROXY).

s Cdac yéu cdu dudc chuyén ti€p dén hé théng backend qua céc
EDGE servers.

s Kubernetes dudc trién khai v8i cAc node master va céc node
worker, qudn ly va chay cdc container Ung dung.

¢ Rancher ho trg qudn tri cum Kubernetes.
¢ Nexus phuc vu viéc luu trt package, Docker image hodc artifacts.

¢ Du liéu Ung dung dudc ghi vao database hodc luu file vao cac may
chd luu 1 file.

QuAnN trj vién k&t néi hé théng qua JUMP.OT dé fruy cdp cac may chil
noi bd an todn .

_
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Muc tiéu cua hé théng

¢ Kiém thi khd nang trién khai hé théng theo kién tric microservices su
dung Kubernetes.

¢ Danh gid hiéu nang, tinh 8n dinh v khd nang mé rdng clia hé théng.

¢ DAm bdo Mo hinh mang, bdo mat va quan tri hoat ddng hiéu qud trude
khi trién khai chinh thic.
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I 1. YEU CAU MOI TRUONG PHAN MEM

+ Hé diéu hanh: Ubuntu Server, Windows Server 2019+

¢ Hé quan tri Co sé dir liéu: HS trg cac hé qudn trf CSDL phd bién nhu
PostgreSQL, MySQL, MongoDB, Elasticsearch hodc MS SQL.

¢ Thu vién va Frameworks: SU dung cdéc thu vién va frameworks ma
ngudn md hién dai, phd bién d& dugc kiém ching va cé cong ddng
ho trg manh mé nhu OpenCV., TensorFlow (A, Mapbox/Leaflet (GIS)

¢ Trinh duyét Web: Bdm bdo khd ndng tucng thich hodn todn véi cac
phién bdn mdi nhdt cla cac finh duyét web phd bién: Google
Chrome, Moxzilla Firefox, Microsoft Edge, Safari.

+ Ung dung di déng: H5 trg hé diéu hanh Android va iOS

B 1I. YEU CAU VE HA TANG PHAN CUNG

¢ CAc théng s6 ky thudt chi tiét vé cdu hinh phdn ciing mdy chd (CPU,
RAM, dung lugng luu trd, IOPS) sé& dugc ddi ngld chuyén gia cla Gtel
ICT tu van va thiét k& t6i uu dua trén phdn tich quy mé trién khai thuc
t&, s6 luong thiét bj tich hap, khéi lucng di liéu du kién va cae yéu cau
ddc thi vé hiéu nang va doé san sang clia ting khdch hang.

* Hé théng dudc thiét k& dé coé thé trién khai linh hoat trén céc mé hinh
ha tdng da dang, bao gdm On-premise, Private Cloud hodc Hybrid
Cloud.

¢ Yé&u cdu vé ha tang mang: can ddm bdo bang théong, dd 1ré thdp va
dd 8n dinh cao dé truyén tdi dd liéu video hinh &nh va céc ludng théng
tin cAnh bdo thdi gian thuc.

_
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3. Nha san xudt: GTEL ICT - OTS T BT, O S
c gid: iy Tuan dAnh; Neuygn diony iyen uoc tich: lam
Dong s8 hitu: CONG TY TNHH CONG NGHE

Vii Thi Huyén Trang

THONG TIN VA TRUYEN THONG GTEL (GTEL ICT) e e
v& CONG TY CO PHAN GIAI PHAP CONG NGHE
TRUC TUYEN GTEL (GTEL OTS) (Tién than Id CONG
TY TNHH GIAI PHAP CONG NGHE TRUC TUYEN).

- Xudt xd: Viet Nom TN N
. Nam phat hanh: 2022. Phién ban v01.2025 B =
. Logi ban quyén: Vinh vién.

. Gidi han ngudi dung: Khéng gisi han.

Chinh sach thuong mai:

- Cung cdp bdn quyén theo pham vi dy an hodc server/cum server.

- Cap nhdat va hd 1rg ky thudt: 01 - 03 nam hodc theo yéu cdu cla khdch hang.
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